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NucTpyknms 1iist 00y4aromuxcs 1mo odecnev4eHu0 MHPoOPpMAMOHHO 0e30IaCHOCTH
MPH UCI0JIb30BaHNHU ceTH « MHTepHeT» /ISl pa3MelleHnsl B y4eOHbIX KAaOUHeTaX, B
KOTOPBIX OCYHIEeCTBJISIETCH 10CTYN B ceTh «AHTEpHET»

C KaXJIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIINIE, a IIKOJIbHUKHA OJHU U3
CaMbIX aKTHUBHBIX IOJb30Barene Pynera. Mexnay TeMm, MIOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET M MpoOJieMbl. DTa mamsTKa J0KHA TOMOYb Tele

0e30MmacHO HaXOOUTHLCS B CETH.

KoMmnbioTepHble BUPYChI

KoMmmpioTepHblii  BUpPYC - O3TO  PA3HOBUJIHOCTh  KOMIIBIOTEPHBIX  IIPOrpaMM,
OTJIMYUTEIIBHOM OCOOCHHOCTHIO KOTOPOM SIBISETCS CIOCOOHOCTh K pa3sMHOKeHHI0. B
JIOTIOJIHEHUE K ATOMY, BHUPYChl MOTYT MOBPEAUTH WM TOJHOCTbIO YHUUYTOXKHUTH BCE
(haiisibl U JaHHBIE, TTOJIKOHTPOJIBHBIE MTOJIB30BATENI0, OT UMEHHU KOTOPOTO ObLTa 3aIryIieHa
3apakeHHas MporpamMma, a TaKkKe MOBPEIUTh WU JIaK€ YHUYTOXKUTH ONEPalMOHHYIO
CUCTeMY €O BcemH (paiiaMu B 1eJIOM. B OOJBIIMHCTBE ClIy4aeB paclpOCTPaAHSIOTCS
BUPYCHI U€pE3 NHTEPHET.

Memoout 3auunivl 0m épedoOHOCHBIX NRPOZPAMM.:

1. Vcnonb3yil COBpEMEHHBIE OINEPALMOHHBIE CUCTEMbI, UMEIOLINE CEPbE3HBIN YPOBEHb
3aIUTHI OT BPEJOHOCHBIX MPOTPaMM;

2. TlocrossHHO ycTaHaBiaMBal mMayTH (IUGPOBBIC 3aIUIATKH, KOTOPHIC aBTOMATHYCCKU
YCTaHABIMBAIOTCS C IMETBI0 JOPAaOOTKH TpPOrpaMMbl) U JIpyrue OOHOBJICHHSI CBOEH
omneparmoHHoN cucteMbl. CkaunMBail UX TOJBKO C O(HUIIMATBLHOTO caiTa pa3paboTunka
OC. Ecnu cyuiecTByeT peKuM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIOUH €T0;

3. PabGorait Ha cBOeM KOMITbIOTEPE MO MTpaBaMH IMOJIH30BATENs, a HE aJIMUHUCTPATOPA.
DTO HE MO3BOJIUT OOJBIIUHCTBY BPEAOHOCHBIX MPOTPAMM HHCTAJIUPOBATHCS HA TBOEM
MEPCOHAILHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHbBIE MPOTPAMMHBIE MPOJYKTHI U3BECTHBIX MPOU3BOIUTENECH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub HpU3HNUECKHl JOCTYN K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIULL;



6. Vcnionb3yii BHEIIHUE HOCUTENH MHPOpPMAIIUH, TaKue KakK (IIelka, TUCK Win (ailn u3
MHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbIBail KOMIBbIOTEpHBIC (haiiiibl, MONYyUYEHHbIE U3 HEHAJEKHBIX HMCTOYHUKOB.
Jlaxe Te Qaiiiabl, KOTOpbIE MIPUCIaT TBOW 3HAKOMBIN. JIydlie yTOUYHU y HEro, OTIPaBIsI
JIM OH Te0e uX.

Cern WI-FI
Wi-Fi - 370 He BU nepeauu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH 1, Mapka. Erre
B 1991 romy Hupaepnanjackas kommnanusi 3apeructpupoBana Openn "WECA", uro
o0o3nauano crnoBocoueranue "Wireless Fidelity", xoTopelii mniepeBomUTCS Kak
"GecpoBOIHAS TOUHOCTB".
Jlo Hamiero BpeMeHHW [omia Apyras abOpeBHaTrypa, KOTOpas SIBISETCS TaKOW JKe
TexHosoruet. Ito ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
CTaHJapT BbIclIed 3BykoBOM TexHuku Hi-Fi, uto B mepeBoae o3Hauaer "BhICOKas
TOYHOCTB .
Jla, OecriaTHBIM MHTEPHET-IOCTYN B Kade, OTENsAX U a’dporopTax SBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOJIa B UWHTEpHeT. Ho MHOrMe JSKCHepThl CUYUTAIOT, 4YTO
obmenoctynubie Wi-Fi cetu He SBISIOTCS 6€30MacHBIMH.

Cosemul no 6ezonacnocmu padomul ¢ 00uwedocmynuovix cemax Wi-fi:

1. He mepemaBaii cBO0 JHYHYIO HH(popmaiuio yepe3 oOmenoctynHeie Wi-Fi ceru.
PaboTas B HUX, *KenaTelbHO HE BBOAUTH MApOJIH IOCTYIIA, JOTUHBI U KAaKUE - TO HOMEPa;
2. Wcnonb3yii 1 OOHOBIISI aHTHUBUPYCHBIE MTpOrpamMMbl U OpanamMayep. Tem caMbIM Thl
oOe3ormacuiiib ce0si OT 3aKaYKh BUpyca Ha TBOE YCTPOMCTBO;

3. Tlpu wucnonwszoBanuu Wi-Fi otkmoun ¢dynkmmio "OOmuii moctyn K daiiam u
npuHtepam". JlaHHas (QyHKIUS 3aKpbpiTa 1O YMOJYaHUIO, OJHAKO HEKOTOpbIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUs B paboTe mwin yuede;

4. He ucnons3yt myOauuneii WI-FI nis mepenauu JTUYHBIX JAHHBIX, HallpuMep s
BBIX0/1a B COIIMATILHBIE CETH WJIU B JIEKTPOHHYIO MOYTY;

5. Ucnonp3yil Tonbko 3amuineHHoe coequHenune uepe3 HTTPS, a e HTTP, T.e. mpu
Habope BeO-aapeca BBOaM UMEHHO "https://";

6. B wmoOumbHOM Tenepone ortkimroun ¢ynkiuio "Tlogkmrouenne k- Wi-Fi
aBromatuyecku". He momyckall aBTOMaTH4YeCKOro MOJKIIIOUEHUSI YCTPOMCTBA K CETAM

Wi-Fi 6e3 TBOEro corjacus.



CounajbHble ceTH

CouuanbHble CETH aKTUBHO BXOJST B HAIy *U3Hb, MHOTHE JIIOAU PabOTAIOT U >KUBYT
TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJTHAP]T YEIOBEK, UYTO SIBIISICTCS
OJIHOW CEIbMOM BCEX JKUTENIEW IJIaHEeThl. MHOTHE MOJIb30BAaTENM HE MOHUMAIOT, YTO
uH(popMaIus, pa3MerieHHass WMH B COIMAIBHBIX CETAX, MOXET ObITh HaWJeHa W
HCII0JIb30BaHA KEM YTOJIHO, B TOM YHUCJIE HE 00513aTEIbHO C OJariMi HAMEPEHUSAMH.
OcHogHble cogempl N0 0€30NACHOCHU 8 COUUATbHBIX CEMAX:
1. Orpannup crnucok apy3ei. Y TeOs B ApPY3bsIX HE JAOHKHO OBITh CIy4alHBIX WU
HE3HAKOMBIX JIFOJEH;
2. 3amuimai cBOr 4acTHyIO >ku3Hb. He ykaspiBail mapoiu, TenedoHbI, aapeca, IaTy
TBOETO POXICHUS M JIPYyTyl0 JIMYHYIO HHGOPMAILUIO. 3JIOYMBIINIJICHHUKA MOTYT
UCIIOJIb30BaTh Jlaxke HWH(OpMAIUi0O O TOM, Kak Thl U TBOM POJUTEIN IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;
3. 3amuiiail CBOIO pemyTaluio - JepKU €€ B YUCTOTE U 3a/aBail cebe BOMpocC: XOTel Obl
ThI, YTOOBI JIpyTHe MOJIb30BATEM BHUJIETH, YTO ThI 3arpyxaeiib? [logymail, npexae yem
YTO-TO ONyOJIMKOBATh, HAMMKCATh U 3arpy3UTh;
4. Ecnu Thl TOBOPHILB C JIIOJIBMHU, KOTOPBIX HE 3HAElIb, HE HCIOJIb3Yyl CBOE peajbHOE
UMsI ¥ IPYTYIO JIMUHYIO MH()OPMALIUK: UMSI, MECTO KUTEIbCTBA, MECTO YueObl U TIpoUee;
5. U36erait pasmenienus: Gororpaduii B UHTepHETE, e Thl N300paK€H Ha MECTHOCTH,
110 KOTOPOW MOKHO ONPEACIIUTH TBOE MECTOIOJIOKEHUE;
6. [Ipu peructpaiuu B COIMaIbLHON CETH HEOOXOIUMO UCIOJIH30BATh CJIIOXKHBIE MapoJy,
cocrosime u3 0ykB 1 Udp U ¢ KOJIUIECTBOM 3HAKOB HE MEHEE &;
7. s conumanbHONW CETH, MOYTHI U IPYTUX CAWTOB HEOOXOAMMO MCIOIB30BATh Pa3HbIC
naposii. Torma ecinu Te0s B3JIOMAIOT, TO 3JIOYMBIINIJICHHUKHA TOJIy4aT JTOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

JJIeKTPOHHBbIE IECHbI'H
DJIEKTPOHHBIC JIEHBI'M - ATO OYEHb YAOOHBIN CIMOCOO TIaTeXel, OJHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HbIU.
DJIEKTPOHHBIC JICHBI'M MOSIBUIIMCH COBCEM HEIABHO M MMEHHO H3-3a 3TOr0 BO MHOI'HMX
rocyJIapcTBax 0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.
B Poccun ke oHM (PYHKIMOHUPYIOT MU O HHMX YK€ MPOMUCAHO B 3aKOHE, Tl UuX
pa3ieNsoT HAa HECKOJIBKO BHUJIOB - AHOHUMHBIE M HE aHOHMMHBbIC. Pa3Hunia B TOM, 4TO

AHOHMMHBIC - O3TO TC, B KOTOPBIX paszp€macTrCia MIpOBOAWUTL OICpaluu 0e3



UAEeHTU(UKAIIMN TIOJB30BATENIl, & B HEAHOHMMHBIX HUACHTH(UKAIMS TIOJIb30BaTEIsS
ABJISIETCS 0053aTEILHOM.
Taxxe crienyer pas3nuuaTh SJIEKTPOHHBIE (pUAaTHBIE NEHBIH (PaBHBI TOCYJAapPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HE(UATHBIC IEHbI'U (HE paBHBI TOCYAAPCTBEHHBIM BAJIIOTAM).
Ocnognble cogemul no 6e3onacHoii pabome c 1eKMPOHHBIMU OCHb2AMU:
1. IlpuBsku K cueTy MOOMIIBHBIN TenedoH. DTO caMblil yAOOHBIH M OBICTPBIN CIIOCOO
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBsizanHblid TeaedoH MOMOXKET, eclid 3a0yAellb CBOU
IJIATEKHBIN MTAPOJIb WIIW 3aWJICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA;
2. Vcnonw3yit onHopa3oBblie napoiu. [locie nepexoia Ha yCHIIEHHYIO aBTOPU3ALINIO TeOe
YK€ He OyJIeT yrpokaTh OMACHOCTh Kpakul WIIK TiepexBaTa IIaTeXHOTO Hapois;
3. BriGepu crnoxubiii maposib. [IpectynHukam OyaeT HE MPOCTO YrajaTh CIOKHBIN
naposib. HajgexHple mMapoiu - 3TO Mapoyik, KOTOPbIE COJAEpkKAaT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B CE€0sl CTPOYHBIE M MPOMHCHBbIE OYKBBI, HU(PPBI U HECKOJBKO CHUMBOJOB,
TaKWe KaK 3HaK JoJuiapa, QyHTa, BOCKIMIATSNbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.

JJIeKTPOHHAA M0YTa
DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTUS U MPEAOCTABISIEMbIE €10 YCIYTH MO MEPEChUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOILEHUN, KOTOPBIE PACTIPENEISIOTCS B KOMIIBIOTEPHOU
cetd. OOBIYHO DJEKTPOHHBIA MMOYTOBBIA SIIUK BBITJSIUT CIEAYIOLIUM 00pa3oM:
UMS_TIOJIB30BATESI(@UMS_TOMeHa. Takke KpoMe Mepeayd MpOCTOr0 TEKCTa, UMEETCS
BO3MOKHOCTh TIepe/1aBaTh (Pailiibl.

OcHogHble cosembl N0 0€30NACHOIL paﬁome C 9J1IeKMPOHHOU NOYMOU:

1. Hamo BeIOpaTh MpaBWIIbHBINA MTOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OecCrIaTHBIX TOYTOBBIX CEPBHUCOB, OAHAKO JIYYIIEe JOBEPSATH TEM, KOTO 3HAEIIb U KTO
MIEPBBIN B PEUTUHTE;

2. He yxa3bIBail B TMYHOM mouTe JU4YHYO0 UHGpopmanuio. Hanpumep, sydiie BbIOpaTh
"My3bIkanbHbI_paHaT@" win "pok2013" BmecTo "Temal3";

3. Ucnonb3yil JBYXATAlHYIO aBTOPU3ALMIO. DTO KOTJla TOMUMO MapoJsisi Hy>KHO BBOJAUTH
KOJI, TpUChUIaeMblil o SMS;

4. BpIOepu CIOXHBIM Tapoiib. J[Jas KaXaoro IOYTOBOTO SIIHMKA JOJDKEH OBITH CBOM
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib;

5. Ecnu ectb BO3MOXHOCTh HalKMCaTh CaMOMY CBOM JIMYHBIA BONIPOC, WCIOJIB3YH OTY

BO3MOXKHOCTB,



6. Mcnonp3yil HECKOJIbKO MOYTOBBIX SIIMKOB. llepBbIid 1151 4acTHOM NEPENUCKH C
azpecaTaMy, KOTOPBIM Thl IOBEpSACIIb. JTO JICKTPOHHBIM aIpec HE HAZIO MCIIOJIb30BaTh
IIPU PETUCTPALIMK HAa (PopyMax U calTax;
7. He oTkpbiBail (ailsibl ¥ JIpyrue BIOKEHUS B MUChbMax, Ja)Xe €CIM OHHM MPHUIUIA OT
TBOUWX Jpy3ei. Jlydiie yTouHu y HUX, OTIPABIISIIN JIK OHU TeOe 3Th (Haiiiisl;
8. Ilocne okoHyaHus pabOThl HA TOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKJIAJKH C CAUTOM
He 3a0y1b Ha)KaTh Ha "Beriditu".

KubepOy/uIMHT WM BUPTYyaJbHOE U3/1€BATEIbCTBO
KubepOymmuHr - mpeciefoBaHHE COOOIICHHMSIMH, COJEpXKAIlUMH  OCKOpOJICHHS,
arpeccHo, 3amyrdBaHUE; XYJIWTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHWE C TOMOIIBIO
Pa3JIMYHBIX UHTEPHETCEPBUCOB.

OcHognble coeemvl no DOPboOe ¢ KUOEepOVIIUHZOM:

1. He Opocaticsa B 60i. Jlydmuii cnmoco0: mocOBETOBATHCS Kak ceOsi BECTU U, €CJIM HET
TOTO, K KOMY MOKHO 0OpaTUThCS, TO BHAYaJle YCIIOKOUThCA. ECu Thl HAUHEIIb OTBEYATh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO €I1€ OOJIbIIIE Pa30kKKeIlb KOH(IUKT;
2. Yupapisi cBoell kubeppemyTauuei;
3. AHOHUMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CIOCOOBI BBISCHHTH, KTO CTOUT 3a
QHOHUMHBIM aKKAYHTOM,;
4. He cTouT BecTH XyJUraHCKUA 00pa3 BUPTyaldbHOU *u3HHU. UHTEpHET PUKCHUPYET BCe
TBOU JICHCTBUS U COXpAHSET UX. Y JATUTh UX OyJeT KpalHe 3aTpyTHUTEIHHO;
5. Cobmro/ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;
6. Urnopupyi#t enuHnyHbIN HeratuB. OTHOPa30BbIe OCKOPOUTEIbHBIE COOOIIECHHUS JIyYIIIe
urHopupoBaTh. OOBIYHO arpeccust MpeKpamniaeTcss Ha Ha4aJIbHOW CTa/INH;
7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIICHUSMH, B COIUATIBHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKHUPOBKH OTIPABKU COOOIEHUH C ONPEIEICHHBIX aJpeCcoB;
8. Ecmu Tb1 cBuzaerens kuOepOymiumHra. TBOWM JEWCTBUS: BBICTYIUTh TMPOTHB
npecienoBaress, MoKa3aTb €My, 4YTO €ro JeWCTBHUS OLEHUBAIOTCS HEraTUBHO,
NOJIEPKATh JKEPTBY, KOTOPON HYXHA ICUXOJOTHYECKasi IOMOIIb, COOOUTUTH B3POCIBIM
0 (paKTe arpeCCUBHOTO MOBEICHUS B CETHU.

MoouinbHbIi TeaedoH
CoBpeMeHHbIE CMapTGOHBI M IUIAHIIETHI COAEp>KaT B ce0e BIOJHE B3POCIbIN
(yHKIMOHAJ, U TETePb OHU MOTYT KOHKYPHUPOBAaTh CO CTAlIMOHAPHBIMU KOMITBIOTEPAMH.

OpHako, CpenCTB 3aIIUTHI AJISl TOJT0OHBIX YCTPONCTB MOKa OueHb Majio. TecTupoBaHue u



MIOUCK YSA3BUMOCTEW B HHX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak Js [IK, To ke camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUH.
CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPaKTUYECKH JOTHAIN HACTOJBHBIC aHAJIOTH,
OJIHAaKO pacimpeHre GyHKIHOHAa BJIeYEeT 3a OO0 OOJBIIYIO CIO0KHOCTh U MEHBIIIYIO
3aIMAIIEHHOCTb.
Jlasieko He Bce MPOM3BOAMTENN BBIMTYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINEC KPUTHUUCCKHEC
YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:
Huuero He siBnsieTcst mo-HacTosieMy OecriiaTHbIM. bynb ocToposkeH, Belb Korja tede
npeasiaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI Kakuhe - TO IUIATHBIC
YCIIyTH;
Hymaii, npexae yeMm otnpaBuTh SMS, ¢poro wim Buaeo. Thl TOYHO 3HaeEllb, IJ€ OHU
OyZlyT B KOHEUHOM HUTOTE?
Heo6xonumo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOEI0 cMapTPOoHa;
Hcnonb3yilt aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;
He 3arpyaii npujioeHUs OT HEU3BECTHOI'O MCTOYHMKA, BEIb OHM MOTYT COJEp)KaTh
BPEOHOCHOE MPOTrpaMMHOE 00€CIIEUCHHUE;
[locne Toro kak Thl BBIMJEIIb C CaiiTa, T€ BBOAWUJ JUYHYIO MH(MOpMaIuIo, 3aiau B
HacTpoiku Opaysepa u yaanu cookies;
[lepuonuuecku MpoBepsii, Kakue IUIATHBIE YCIYTHM aKTUBUPOBAHbI HA TBOEM HOMEPE;
JlaBaii cBOil HOMEp MOOMIIBHOTO TeJe(OHA TOJBKO JIOASAM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEPSICIID;
Bluetooth momxken ObITH BBIKIIIOUEH, KOTa Thl UM HE TOJIb3yeIbes. He 3a0bIBail nHOT A
MIPOBEPSTH ITO.

Online urpsi
CoBpeMeHHbIE OHJAWH-UTPBI - H3TO KpacoudHble, 3axXBaTbIBAIOIIUE pa3BICUYCHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpPY. Mrpoku mccienyoT JaHHBIH UM
MHUp, OOMIAIOTCA NIPYT C JIPYTOM, BBIMOJHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTpAMH U
MOJY4YaroT ONBIT. 3a YAOBOJBCTBHE OHM IUIATAT: TMOKYMHAKOT JUCK, OIUIaYMBaIOT
a0OHEMEHT WJTU TIPUOOPETAIOT KAKHE-TO OTIIIHH.
Bce stu cpenctBa uAyT Ha MOJJEp)KAHUE M Pa3BUTHE WIPbl, a TaKKe Ha camy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CHUCTEMbl aBTOPHU3AlIMH, BBITYCKAIOTCS HOBbIE NATYU

(undpoBbIe 3aMIaTKU AJIS IPOrPaMM ), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.



B HOI[O6HI>IX HUrpax CTOUT OIIaCaTbCsA HE CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpPaXKH
TBOCTO IIapoJIsl, HA KOTOPOM OCHOBAaHA CHUCTEMaA aBTOPHU3AlMU OOJIBLIIMHCTBA Hrp.

OcHogHble cosembl N0 0e30NACHOCHU 80 E20 uzpoe6020 AKKkayuma.

1. Ecniu apyroi urpok BeAeT ceds MI0X0 WK co3AaeT TeOe HEeMPUATHOCTH, 3a0JOKUPYH
€ro B CIIUCKE UTPOKOB;
2. lloxamyiics aaIMHHUCTPATOpPAM WIPhl Ha IUIOXOE€ TMOBEAECHHUE JTOTO WIPOKAa,
KEJIATEIbHO NPWIOKUTh KaKHE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;
3. He yka3piBail muunyto uH(GOpMaIuio B mpodaiise urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;
5. He ycranaBnuBait HeopuIMaibHbIC MaTYU U MO/IBI;
6. Mcnosib3yi CIOKHBIE U Pa3HBIE ITAPOJIH;
7. Jlaxe BO BpEMsSl UIPbl HE CTOMT OTKJIKOYATh aHTUBUpPYC. [loka ThI Wrpaemb, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIUHT WM KPaXKa JUYHBIX JAHHBIX
OOBIYHON KpaKkel JeHer U JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YJIWBHIIb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTHN 3J0YMBIIUICHHUKN TMEPEMECTUINCh B HHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCSA ""TIOOMMBIM" JICIIOM.
Tak mosiBUiIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WX (DUIIMHT, TJIABHAS 1EIb
KOTOPOTO COCTOUT B MOJIYYEHUU KOH(PUACHITMATBHBIX JaHHBIX MO0JIb30BaTENICH - JJOTUHOB
u maposieir. Ha anrmmiickom si3bike phishing untaercs kak ¢ummHr (ot fishing - peioHas
JIOBJIs1, password - TapoJib).

Ocnoenvle coeemol no 60pboe ¢ PUIMUHZOM:

1. Cneau 3a cBouM akkayHToM. Ecim Thl mopo3peBaelib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKMPOBATh €€ M COOOUIUTh aJIMUHHUCTpPATOpaM pecypca
00 5TOM KaK MOYKHO CKOpee;

2. Ucnonb3yii 6e3onacHbie BeO-CallThl, B TOM YUCJIE, UHTEPHET-MAra3uHOB U MOUCKOBBIX
CUCTEM;

3. Hcnonp3yil CIOKHBIE W pa3Hble Mapoiu. TakuMm oOpa3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIUIEHHUKHY MOJY4YaT TOCTYI TOJBKO K OJHOMY TBOEMY MpO(UIII0 B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3710MaJI, TO HEOOXOIUMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBIieHbI y T€0s B IPY3bsAX, O TOM, YTO T€0s B3JIOMaJIM U, BOZMOXHO, OT TBOEI0 UMEHU

OyZIeT pacchlIaThCs CllaM U CChUIKH Ha (DUIIMHTOBBIE CANUTHI;



5. YcranoBu HaaexHsbli napoib (PIN) Ha MoOunbsHbIN TenedoH;
6. OTKII04YM COXpaHEHHE MapoJs B Opaysepe;
7. He oTkpswiBail (aityibl ¥ Ipyrue BIOKCHHUS B MHUChMaX, JaKE €CIU OHU MPHUILIA OT
TBOMUX Jpy3ei. Jlydille yTOuHU y HUX, OTIPABIISUIM JIU OHU TeOE 3TH (PaiIbL.

Hugposas penyrauus
[udposas pernyTanus - 3TO HETaTUBHAsI WJIMA MO3UTHUBHAsA MH(OpMAIHs B ceTH O Tebe.
KoMmnpomerupytomass uHpopManus, pa3MelleHHass B HHTEPHETE, MOXKET CEPbE3HBIM
o0pa3oM OTpa3uThCA Ha TBOEW peanbHOU xku3HU. "LludpoBas pemyrauusa" - 370 TBOH
UMUK, KOTOPBIN (popMuUpyeTcs U3 HHPOpMALUU O TeOE B UHTEPHETE.
TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapakTepa
Y pacckasbl 0 OJIM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.
MHorue nogpoCTKU JETKOMBICIEHHO OTHOCATCS K IyOJIMKalUKU JIMYHOW MH(pOpMaluu B
HNHTepHeTe, HE TOHMMAasi BO3MOKHBIX NOCIEACTBUN. ThI JaXke HE CMOKEIIb T0raaaThCs O
TOM, 4TO (poTorpadusi, pa3MeleHHas 5 JIeT Ha3a/, cTaja IPUYUHON OTKa3a MPUHATH Te€0s
Ha paboTy.
KommeHnTapuu, pa3zMenieHue TBouX Qortorpaduii u japyrue JeHCTBUS MOTLYT HE
VCYE3HYTh J1a)K€ I0CJEe TOro, KaK Thl MX YJalMIlb. Thl HE 3HaelIb, KTO COXpPaHWI 3Ty
nH(popManuio, nomnajia Jii OHa B TOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a TJIaBHOE:
YTO MOAYMAKOT O TeO€ OKpYyXalollue JIIOJH, KOTOpble HAWIYT U yBUAAT 3T0. Haiitu
UH(OPMAIUIO MHOTO JIET CITYCTSI CMOXKET JIF000# - Kak U3 T0OphIX OOYKICHUM, TaK U C
HaMepEeHUEM MPUYUHUTD BPEI. ITO MOXKET ObITh KTO YTOAHO.

OcHogHble cosenbvl O Jauwiume llll(prGOﬁ penymauuu.

1. Tlogymaii, mpexxae 4em 4TOo-TO MyOJIMKOBaTh U TepejaBarh y ceOsi B Ojore wWiau B
COIIMAJIbHOM CETH;
2. B mactpotikax npoduiis ycTaHOBH OTPpaHUYCHHS Ha IPOCMOTP TBOETO MPODUIIS U ero
COAEPKUMOT0, CAEIal ero TOJIbKO "1y1s1 apy3eit”;
3. He pa3mMemaii 1 He ykasbiBail HHPOpMAIHIO, KOTOPas MOXKET KOTO-THO0O0 OCKOPOJISATH
WJTN OOMXKAaTh.

ABTOpCKOE NPaBo
CoBpeMeHHbIE IIKOJbHUKH - AaKTHUBHBIC TMOJb30BaTENd IU(POBOTO MPOCTPAHCTRA.
OpxHako 1ajeko He BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMHU BO3MOXHOCTSIMU LIM(POBOTO

Mupa TpedyeT CoOII0ICHHS MPaB Ha UHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTD.



TepMun "uHTENNEKTyanbHasi COOCTBEHHOCTH" OTHOCHTCS K pPAa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yma, HayuHasi C HOBBIX HM300pEeTeHH U 3HAKOB, 0003HAYAIOUIUX
COOCTBEHHOCTb Ha MPOAYKTHl M YCIyTd, U 3aKaHYuBas KHUTaMH, ¢oTorpadusmu,
KUHO(DUIbEMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSIMU.
ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEUIEKTYaJbHYI0 COOCTBEHHOCTh HA IPOU3BEACHUS
HAyKH, JINTEPaTypbl U UCKYCCTBA. ABTOPCKHE IMpPaBa BHICTYNAIOT B Ka4€CTBE TrapaHTHH
TOTO, YTO MHTEJUICKTYaJIbHBINA/TBOPUECKUI TPyl aBTOpa HE OyAET HAlPaCHBIM, JACT MY
CIpaBeIUBbIE BO3MOYKHOCTH 3apadoTaTh Ha pe3yjibTaTax CBOEro TpyAd, MOJIYYWTH
U3BECTHOCTh U Mpu3HaHue. Hukro 6e3 pasperieHus aBTopa HE MOXKET BOCIPOU3BOJIUTH
€ro TNPOMU3BEJEHUE, PaCHpPOCTPaHATh, MYOJIUYHO JEMOHCTPUPOBATh, IPOJIABATH,
MMIIOPTHPOBATh, MMyCKaTh B NPOKAT, MyOJWYHO HCIOJHSTH, MMOKA3bIBATH/UCIOIHSITH B
adupe niam pazMmeniats B IHTepHeTe.
Hcnonb3oBanue "muparckoro” mporpaMMHOIro o0ecriedeHus: MOKET MPUBECTH K MHOTUM
pPHUCKaM: OT IMOTEPH JaHHBIX K TBOMM aKKayHTam J0 OJOKUPOBKHU TBOEIrO YCTPOWCTBA, I/E
yCTaHOBJIEHA HelerajibHas mporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHble U O€CIUIaTHBIE MPOTPAMMBbI, KOTOPhIE MOXHO HAWTH B CETH.

O noprane
CeteBuuok.pd - TBOW TIJaBHBIH COBETUYUK B CETU. 3J€Ch Thl MOXEIIb Yy3HAaTh O
0€e30MacCHOCTH B CETHM NOHSTHBIM M JIOCTYNHBIM $I3BIKOM, @ NIPH BO3HUKHOBEHHHU
KPUTHYECKONH CHUTyallu OOpaTHTbCS 3a COBETOM. A TakKe NpPUHATH Y4acTHe B

KOHKYpCax M CTaTh CaMbIM IU(POBBIM IPakIaHUHOM!

Jlondicnocmuyto uncmpykyuro paspabomana:. [[lempux JI.B./

C 00CHOCMHOU UHCMPYKYUell 03HAKOMJIeH (a), 0OUH IK3EMNIAp NOAYYUL (a) Ha PYKU.
«_» 2021r. / /




HHCTPYKIUA JJIA OBYUYAIOLHIUXCA Ob
UH®OPMAIIMOHHOM BE3OIMACHOCTH
HEJIb35

1. BceM moapsin cooOmaTh CBOXO YacTHYIO HHGOpMAIHio (HacTosIue uMs, haMmiinto, TenedoH,
ajZipec, HOMEp IIKOJIbI, a TakkKe poTorpaduu CBOH, CBOCH CEMBU U JIpy3ei);

2. OTKpBIBaTh BIOKEHHBIC (PAilIbl QIIEKTPOHHOM MOYTHI, KOTJa HE 3HACIITH OTIIPABUTEIIS;

3. I'pyOuts, nmpuaupaThcsi, OKa3bIBaTh JaBJICHUE - BECTH Ce0s1 HEBEXKIIMBO U arpeCCHUBHO;

4. He pacriopspkaiicsi IeHbI'aMu TBOSH CeMbH 0€3 pa3pelieHHUsl CTapIuX - BCETJa CIpalluBai
poauTene;

5. He Bcrpeuarics ¢ MIHTEpHET-3HAKOMBIMU B PEAIbHOM JKU3HU - MOCOBETYHMCS CO B3POCIIBIM,
KOTOPOMY JIOBEPSIEIb.

OCTOPOXKHO

1. He Bce numryt npaBay. Yuraems o cebe Henpasay B MHTepHeTe - cooOuu 00 3TOM CBOUM
POAUTENSAM WJIU ONIEKYHAM;
2. [IpurnamaroT nepenuchiBaThCsl, UTPaTh, OOMEHUBATHCS - IPOBEPD, HET JIU MOBOXA;
3. HezakonHoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;
4. Bcerna pacckasbiBaii B3poCiibIM O ITpo0JieMax B CETH - OHU BCEr/ia IOMOTYT;
5. Vcnionb3yit HacTpoHKK 0€30MacHOCTH U NMPUBATHOCTHU, YTOOBI HE MOTEPATH CBOM AKKAyHTHI B
COLICETAX U APYTMX MOpTaJIax.
MOXHO
1. YBaxaii qpyrux noJib30BaTeliei;
2. ITonp3yembess UHTEpHET-UCTOYHUKOM - AEJIAN CCBUIKY HA HETO;
3. OTKpbIBail TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OOmaTtbes 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONMEKYHbl U aIMUHUCTpAIUsl CaiTOB BCEraa
MOMOTYT;

5. Ipoiinu obydyenue Ha caiire "CeTeBHYOK" U TOJIydH MACTIOPT MUPPOBOTO rPpakIaHNHA!



